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Education Tech Summit 2021
- Security & Compliance med Office 365
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Sikkerhed & compliance for
uddannelsesinstitutioner med Microsoft Office 365

Agenda

* Er Security & Compliance vigtig for uddannelsesinstitutioner?

* Overblik over Microsofts Security & Compliance features

* Anbefalinger til at @ge sikkerheden og sikre optimal databeskyttelse

* Veerktejer til at komme i gang
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Er digital sikkerhed nedvendig for skoler? [ Logic

50 britiske skoler inficeret med ransomware

Stor stigning i cyberangreb pa skoler
A\l & R V= - . |

Hvorfor skete der cyberangreb i Baltimore County \ ¥4 <
skoler?

2r tilbage til virtuelle lektioner som enkle |
te "Zoombombs" og endda ransomware

ket ude af deres mail-konti, efter ondsindede hackere har inficeret systemerne med

se
kan omfatte ondsindet phishing, sa

News
Surge in ‘devastating’ ransomware attacks
cripples schools
Alert: Further targeted ransomware James Carr
attacks on the UK education sector b
o Y School cyber-attack affects 40,000
cyber criminals pupils’ email
The NCSC is responding to further targeted ransomware attacks on the education sector by ® 29 March oo CI’CIYOI‘]

cyber criminals.


https://www.securityworldmarket.com/dk/Nyheder/Erhvervsnyheder/stor-stigning-i-cyberangreb-pa-skoler1
https://www.version2.dk/artikel/50-britiske-skoler-inficeret-med-ransomware-1092383
https://www.cyclonis.com/da/hvorfor-skete-der-cyberangreb-i-baltimore-county-skoler/

Kilde: Gartner Is the Cloud Secure? - Smarter With Gartner



https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/

Source

Microsoft Security

Only a quarter of Microsoft
1 4 customers are actively using the
security products they've purchased

: Microsoft global customer data, from July 1 - December 31, 2019
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Microsoft 365 Security & Compliance features

Office 365 data loss prevention for Exchange Online, Communication Data Loss Prevention for Teams Compliance Manager
SharePoint Online, and OneDrive for Business

Office 365 Cloud App Security . .
. . . . Office 365 Message Encryption
Azure Active Directory Identity Protection

Double Key Encryption for Microsoft 365

Microsoft Defender for Identity
Records Management

Information barriers
Advanced Audit

I:l Microsoft 365

) ) Azure Active Directory Identity Governance
Microsoft Cloud App Security Office 365 Customer Lockbox

Conditional Access policies

Microsoft Graph APIs for Teams Data Loss Prevention (DLP)

Communication Compliance Microsoft Defender for Endpoint

Insider Risk Management Office 365 Customer Key

Microsoft 365 data classification analytics: Overview Content & Activity Explorer
Microsoft Defender for Office 365

Information Governance Privileged access management in Office 365

Information Protection (%) Crayon
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Microsoft Security technology
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Identity and Threat Information Device Management

access management protection protection Safeguard your

Secure access for a Stop sophisticated attacks Protect sensitive data devices and applications

connected world
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IDENTITY AND ACCESS MANAGEMENT

Azure AD Conditional Access
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THREAT PROTECTION

4. Threat management

Home > Policy

Microsoft Defender for Office 365

ATP anti-phishing

ATP safe attachments
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DOCUMENT SECURITY SMLoglc”

Azure Information Protection

Azure Information

Protection Azure Information Protection

[o

Classification & Labeling:

Manually classify documents based on
labels like “*Highly Confidential” that is
a associated with a certain group access

| Encryption: The encryption follows
classification labels

Document

E — Tracking: who/where document is

Usera .
> User2 accessed

Document Document Revoke access previously granted

Classification & Labeling: “Highly Confidential”
Encryption

Tracking

Revocation
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DOCUMENT SECURITY

Azure |
nformati
| .
on Protection [ Logic

Financial History.docx - Word =

Mailings Review View Q Tellme 9.. Share

pcede AaBbC —
—| Editing

v

AaBbCcDe Ad
protect | 1

-

Normal T No Spac. Heading 1

1

-

n Protect... Styles

o ~

\ C;\;n:;e now |1 x

bel this file as Confidential \ All Employees

=M o Vv L IR Loan ApplicationforMiaPar\ler _ Message (HTML) 53}

Message Insert Options Format Text Review Help Q Tellme what you want to do

: hl:“w;i E—;}' :j, iy Attach File~ @ @ \:- @ D’

@ iy, Attach ltem™

o ¥ [COmAEED)

B 8 1 Y

= e | &2 3=
Paste =N 2= pddress Check ) Sensitivity  Assign ; Insights ~_ VieW
: € w. A B= = % Book Names [ Signature™ - Policy Templates
lipboald e Basic Text I Names Include sensitivity Tags I NNTemp\ates
O Not set Public General ‘ Confidential  ~ Highly Confidential ~
e All Employees

| | To.
-..B | = _—— Anyone (not protected) —_—

|| Cew
send o .‘iw.f"i, —_——— — RecipientsOnly e ———
] 7 subject ‘l.roan}’\pplirutrio!\@leiaParke’r o L3

—— —— R - | inpienBOnly

Hello Mia Confidential dat2 that requires protection
and that can be viewed by the recipients
only.

i to confirm that your loan application has been approved.

o Croyc.n



INFORMATION PROTECTION

Data Loss Prevention

Policy Tip: This message can't be sent because it appears to contain sensitive information.
directm@ci.anps.cum x isn't authorized to receive this type of infermation.

To... director @ciaops. com;
=1 o
Ci.
Send .
| Subject Inwaices
S ) invoiceDD.docx )
Attache .m=. 37 KB
Robert,

Here is the invoice as requested.

Thanks
Robertl

The DLP feature in Office 365 will
automatically classify data and use the set
policies to stop an email from being sent and
block unauthorized access to classified
content.

Emlogic”

FILE MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW

ey Y R [ 1A
Jo Cut Calibri (Boc - |11 =| A7 A7 = v iz~ Ao Ié ‘;'E Yo
E‘@ Copy
Paste o I U W.p. === &s= Addess Check Attach
- ~ Format Painter - = T T 7777 Book Mames File
Clipboard ] Basic Text P Mames

Policy Tip: This message may contain sensitive infermation, All recipients must be authorized to receive thisi
el e iization: dan@contoso.com X

This message may contain sensitive content:
= Credit Card Number

You can repert that this message doesn't
contain sensitive content.

onmicrosoft.com

Report

Learn more about your organization's policy.

Subject Travel Booking

Hi Dan,

Please find my credit card details for the flight booking

VISA: 41111111 11311111

Sara Davis
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EMAIL SECURITY

Office Message Encryption

U

e

k=

File Message

A Beoes- 2h ERER | &

" |A|Fonts ~
Themes * | Fage Bcc  From Encrypt

* U: Effects ~ Color ~ =

Insert Options Format Text Review Developer H

|
u —
| Request a Deliv

Lise Voting —
| R
B wtons = equest a Read

Themes Show Feelds

Set permission on this item

Encrypt-Cnly
-E To

Send Ce

Do Mot Forward
Confidential \, All Emplovees
Contoso - Customer Ready

Biec S
Highly Confidential \ All Employees

Smlogic”

When you need to protect the privacy of an
email message, encrypt it.

Encrypting an email message in Outlook
means it's converted from readable plain
text into scrambled cipher text. Only the
recipient who has the private key that
matches the public key used to encrypt the
message can decipher the message for
reading.

Any recipient without the corresponding
private key, however, sees indecipherable
text.
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APPLICATION SECURITY Smloglc”

Intune — Mobile Application Management

Cm)

Intune MAM does two things
without requiring Device
Ring fencing Apps Enrollment:
Org a @contsoso.com a
— > . Separates company managed
Personal ®@hotmail.com apps from personal apps, and set
policies on how data is accessed
¥ from managed apps
Email Attachment
@ . Ensures corporate data cannot be
, @ - ‘OneD% copied .anfj pasted tp personal
az ke apps within the device
Copy Paste Save
Can't Paste to Personal Can't Save to Personal
x Apps X Storage
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SECURE SCORE

Microsoft Security

93%

Kilde: Microsoft Diagnostic_Guides_consolidated_20200707_sappington_r1

of all breaches could have been
avoided if basic cyber hygiene
had been in place’

Emlogic”
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Next step: Strengthen your security posture

VISIBILITY AND GUIDANCE WILL HELPYOU TAKE FULL ADVANTAGE OF YOUR SECURITY PLATFORM

Cor Report metrics and trends to leadership and propose future improvements

Your Secure Score zohe Include

Secure Score: 42%

Score zones are customized based on your organization's goals and definitions of
each score range.

M Bad (<10%) M Ckay (10%-30%)
13W
Edit score zones

Regression trend

Timeline of points that have regressed due to configuration, user, or device changes.

I A ]
R L O
S @ @

M Points regressed
View current regressed actions

View related history

Comparison trend
How your crganization's Secure Score compares to others' over time.

75%

25%

0%
03/01 03/15 03/29

Il vourscore [l Organizations like yours  [Jlil Custom comparison

Manage comparisons

Score changes

~ 8% decrease

Changes Points
Points achieved 4 80

Points regressed v 6

View history
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Microsoft Compliance technology
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Information Insider Discover & Respond Compliance
Protection Risk Management Management
& Governance

Quickly investigate and
Identify and take action on respond with relevant data Simplify compliance and
Protect and govern data critical insider risks reduce risk

v
&

wherever it lives C— D [ —V

L O
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Data Loss Prevention for Microsoft Teams
PREVENT SHARING SENSITIVE INFORMATION INA CHANNEL OR CHAT SESSION

Automatically block messages which contain
sensitive information

Educate and guide end-users with s
notifications and “policy tips” ‘

Marie Boaudouin

Unified classification engine supporting go+
sensitive information types and custom
sensitive info type creation
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Microsoft Information Governance
INTELLIGENT AND BUILT-IN DATA AND RECORDS MANAGEMENT

Information Governance
In—place management Keep what you need and delete what you don’t

Retain data and manage records where your users collaborate
v o
P & 0 &
Automated policy
Classify and govern data at scale with pattern recognition and n , m B e Q
trainable classifiers

Ongoing data ingestion
Manage chats, social, and collaboration data beyond Microsoft with
high-fidelity import Records Management
Manage high value content and meet
recordkeeping obligations

Enhanced defensibility
Demonstrate compliance with proof of disposals, defensible disposition, @ @ @
and rich audit trails
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Insider Risk Management

Machine learning correlates native and
third-party signals to identify insider risks

Anonymity controls ensure data
about risks is appropriately managed

Integrated investigation workflows allow
for collaboration across IT, HR, and legal

Microsaft 365 compliance

Insider Risk Management

D More resources

Internal Enginering Tools
fakeid1 (2)

Protatypes ~

= fakeid2 (1)

fakeid (1)

fakeidd (1)

Logic

Confidentiality Obligation
Overview User activity User profile

History of recent user activity

05/12/2019
File(s) copied to USB device

May 3

2019

B Count

05/12/2018

File(s) downloaded from SharePoint Online
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Communication Compliance

Logic

Leverage machine learning to detect violations
across Teams, Exchange and third-party content Microsot 365 Compliance

Communication compliance

Overview At Policies  Notice tamplate

Alerts

Remediation workflows to quickly act on violations

Interactive dashboard with policy violations,
actions, and trends
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Advanced eDiscovery

QUICKLY FIND AND RESPOND WITH ONLY THE RELEVANT INFORMATION

Custodian Management and Communications
Preserve content by custodian, send hold notifications

SH-Case > Review sets

and track acknowledgements Project keyword on Adele
Deep crawling and indexing e e i e
Deep processing (e.g., much higher size limits, non-Microsoft file e e et o e

types) to extract and index text and metadata : ‘ A e oxtte 1 2078 2210

Welkcome to the team, Lynne Robbins, You are really going to

@ Lymoe Robbine Cctober 11,2019, 221 AM

'm 3 glad to have joined the tzam. | loak forward o mesting each and every one of
you

Review and manage case data
Manage static sets of documents within a case, that can be S i ans ) eor Aot 207021 .
independently searched, analyzed, shared, and acted upon T ‘

Cull your data intelligently with ML
Near duplicate detection, email threading, themes, and ML models to
identify potential high value content
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Microsoft Compliance Manager
SIMPLIFY COMPLIANCE AND REDUCE RISK

Continuous assessments
Detect and monitor control effectiveness 4 Microsoft Compliance Score (preview)
automatically with a risk-based score

This service is currently in preview and is subject to the terms and conditions in the Orine Services Ter,

Ovesall compliance score

Recommended actions Your compliance score: 91%
Reduce compliance risks

with actionable guidance _ /
Built-in control mapping S

Scale your compliance efforts with built-in
mapping across regulations and standards

Compliance Score is a dashboard that provides your Compliance Score and a
summary of your data protection and compliance posture. It also includes
recommendations to improve data protection and compliance. This is a
recommendation, it is up to you to evaluate and validate the effectiveness of
customer controls as per your regulatory environment. Recommendations from
Compliance Manager and Compliance Score should not be interpreted as a
guarantee of compliance.

Smlogic”
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Microsoft 365 Education licensoverblik
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Nyheder Omsikkerdigitaldk  Kontakt Q

sikker
&' digital™

Borger v Virksomhed v Myndighed +

Din guide tilen
sikker digital
hverdag

Pa sikkerdigital.dk har Digitaliseringsstyrelsen og

Erhvervsstyrelsen samletvigtig viden om
informationssikkerhed. Du finder réd og vejledning,
hvad enten du er borger, virksomhed eller myndighed.
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