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- Security & Compliance med Office 365



Agenda

•Er Security & Compliance vigtig for uddannelsesinstitutioner?

•Overblik over Microsofts Security & Compliance features

•Anbefalinger til at øge sikkerheden og sikre optimal databeskyttelse 

•Værktøjer til at komme i gang

Sikkerhed & compliance for 
uddannelsesinstitutioner med Microsoft Office 365 



Security
PROTECTING YOUR 
VALUEABLE ASSETS



Er digital sikkerhed nødvendig for skoler?

https://www.securityworldmarket.com/dk/Nyheder/Erhvervsnyheder/stor-stigning-i-cyberangreb-pa-skoler1
https://www.version2.dk/artikel/50-britiske-skoler-inficeret-med-ransomware-1092383
https://www.cyclonis.com/da/hvorfor-skete-der-cyberangreb-i-baltimore-county-skoler/


Kilde: Gartner Is the Cloud Secure? - Smarter With Gartner

https://www.gartner.com/smarterwithgartner/is-the-cloud-secure/


Microsoft Security

Source: Microsoft global customer data, from July 1 - December 31, 2019



Microsoft 365 Security & Compliance features

Office 365 data loss prevention for Exchange Online, 
SharePoint Online, and OneDrive for Business

Azure Active Directory Identity Protection

Azure Active Directory Identity Governance

Microsoft Defender for Identity

Microsoft Defender for Office 365

Office 365 Cloud App Security

Microsoft Cloud App Security

Compliance Manager

Microsoft Defender for Endpoint

Microsoft 365 data classification analytics: Overview Content & Activity Explorer

Information Protection

Information Governance

Records Management

Privileged access management in Office 365

Microsoft Graph APIs for Teams Data Loss Prevention (DLP)

Office 365 Customer Key

Office 365 Customer Lockbox

Double Key Encryption for Microsoft 365

Communication Data Loss Prevention for Teams

Information barriers

Office 365 Message Encryption

Communication Compliance

Insider Risk Management

Conditional Access policies

Advanced Audit





IDENTITY AND ACCESS MANAGEMENT

Azure AD Conditional Access



THREAT PROTECTION

Microsoft Defender for Office 365



DOCUMENT SECURITY

Azure Information Protection

Azure Information 
Protection

Document Document

Document

Classification & Labeling: “Highly Confidential”
Encryption
Tracking
Revocation

Azure Information Protection

Classification & Labeling:

Manually classify documents based on 
labels like “Highly Confidential” that is 
associated with a  certain group access

Encryption: The encryption follows 
classification labels

Tracking: who/where document is 
accessed

Revoke access previously granted



DOCUMENT SECURITY

Azure Information Protection



INFORMATION PROTECTION

Data Loss Prevention

The DLP feature in Office 365 will 
automatically classify data and use the set 
policies to stop an email from being sent and 
block unauthorized access to classified 
content.



EMAIL SECURITY

Office Message Encryption

When you need to protect the privacy of an 
email message, encrypt it. 

Encrypting an email message in Outlook 
means it's converted from readable plain 
text into scrambled cipher text. Only the 
recipient who has the private key that 
matches the public key used to encrypt the 
message can decipher the message for 
reading. 

Any recipient without the corresponding 
private key, however, sees indecipherable 
text.



Intune – Mobile Application Management

Intune MAM does two things 
without requiring Device 
Enrollment:

1. Separates company managed 
apps from personal apps, and set 
policies on how data is accessed 
from managed apps

2. Ensures corporate data cannot be 
copied and pasted to personal 
apps within the device

Intune
MAM

APPLICATION SECURITY



SECURE SCORE 

Microsoft Security

Kilde: Microsoft Diagnostic_Guides_consolidated_20200707_sappington_r1



Next step: Strengthen your security posture 
VISIBILITY AND GUIDANCE WILL HELP YOU TAKE FULL ADVANTAGE OF YOUR SECURITY PLATFORM





Automatically block messages which contain 
sensitive information

Educate and guide end-users with 
notifications and “policy tips”

Unified classification engine supporting 90+ 
sensitive information types and custom 
sensitive info type creation

Data Loss Prevention for Microsoft Teams
PREVENT SHARING SENSITIVE INFORMATION IN A CHANNEL OR CHAT SESSION



Microsoft Information Governance
INTELLIGENT AND BUILT-IN DATA AND RECORDS MANAGEMENT

In-place management
Retain data and manage records where your users collaborate

Automated policy
Classify and govern data at scale with pattern recognition and 
trainable classifiers

Ongoing data ingestion
Manage chats, social, and collaboration data beyond Microsoft with 
high-fidelity import

Enhanced defensibility
Demonstrate compliance with proof of disposals, defensible disposition, 
and rich audit trails

Automatically retain,
delete, and store

data and records in
a compliant manner

Information Governance
Keep what you need and delete what you don’t 

Records Management
Manage high value content and meet 

recordkeeping obligations



Insider Risk Management
IDENTIFY AND TAKE ACTION ON CRITICAL INSIDER RISKS

Rich insights via tailored templates 
Machine learning correlates native and 
third-party signals to identify insider risks

Privacy built-in
Anonymity controls ensure data 
about risks is appropriately managed

End-to-end investigations
Integrated investigation workflows allow 
for collaboration across IT, HR, and legal



Communication Compliance
QUICKLY IDENTIFY AND REMEDIATE CORPORATE CODE-OF-CONDUCT POLICY VIOLATIONS

Intelligent customizable playbooks
Leverage machine learning to detect violations 
across Teams, Exchange and third-party content

Flexible remediation workflows
Remediation workflows to quickly act on violations

Actionable insights 
Interactive dashboard with policy violations, 
actions, and trends



Advanced eDiscovery 
QUICKLY FIND AND RESPOND WITH ONLY THE RELEVANT INFORMATION

Custodian Management and Communications
Preserve content by custodian, send hold notifications 
and track acknowledgements

Deep crawling and indexing
Deep processing (e.g., much higher size limits, non-Microsoft file 
types) to extract and index text and metadata

Review and manage case data
Manage static sets of documents within a case, that can be 
independently searched, analyzed, shared, and acted upon

Cull your data intelligently with ML
Near duplicate detection, email threading, themes, and ML models to 
identify potential high value content



Microsoft Compliance Manager
SIMPLIFY COMPLIANCE AND REDUCE RISK

Continuous assessments
Detect and monitor control effectiveness 

automatically with a risk-based score

Recommended actions
Reduce compliance risks 

with actionable guidance

Built-in control mapping
Scale your compliance efforts with built-in 

mapping across regulations and standards

Compliance Score is a dashboard that provides your Compliance Score and a 

summary of your data protection and compliance posture. It also includes 

recommendations to improve data protection and compliance. This is a 

recommendation, it is up to you to evaluate and validate the effectiveness of 

customer controls as per your regulatory environment. Recommendations from 

Compliance Manager and Compliance Score should not be interpreted as a 

guarantee of compliance.



Microsoft 365 Education licensoverblik





Tusind tak for jeres deltagelse! 

Nogle spørgsmål?


